Installation instructions for AudBase 2.3.6 and later for Windows Server

2008/2008 R2

(Instructions common between x86 and x64 Operating System Variants)

Rev 01.24.12ES
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(Figure A)

e Under an administrator level user account, navigate to the folder location that contains

the AudBase installation files

e Right click on the appropriate version for your hosting operating system and select “Run

as administrator” from the context menu (figure A)



E =10l x|

Welcome to the AudBase Server
Xx64 Installation Wizard

{i# AudBase Server x64 Setup

Itis strongly recommended that you exit all Windows programs
before running this setup program.

Click Cancel to quit the setup proaram, then close any
programs you have running. Click Next to continue the
installation.

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or
any portion of it, may result in severe civil and criminal
penalties, and will be prosecuted to the maximum extent
possible under law.

< Back Next = Cancel |

(Figure B)
e Click “Next” to begin the installation process (Figure B)

i AudBase Server x64 Setup | =121}
You must agree with the license agreement below to proceed. | w é
AudBase Release 2.3.7 and Other Versions il

END-USER LICENSE AGREEMENT FOR SIENNA SOFTWARE
AUDBASE PRODUCT

[IMPORTANT READ CAREFULLY: This Sienna Software End-User
License Agreement ("EULA") is a legal agreement between you
(either an individual or a single entity) and Sienna Software
Incorporated for the Sienna Software software product identified
above, which includes "online" or electronic documentation and |

(¢ 1 accept the license agreement
" Ido not accept the license agreement

Wise Installation Wizard (R)
Reset < Back Next > Cancel |

(Figure C)




e Read and accept the End User License Agreement to proceed (Figure C)

=]

Readme Information y ,
The following information describes this installation. ‘ w é
IMPORTANT: o

Version 2.3.7 Release Notes

AudBase version 2.3.7 continues to extend the power of the
AudBase program. It includes maintenance bug fixes and many
improved features. New features in 2.3.7 include complete control
of drawing for all aided and unaided soundfield types, expanded
selection of standard audiogram and tympanogram print-outs,
improved special relationship searches. Version 2.3.7 continues
to improve data access and export functions while maintaining
HIPAA compliance functions. Client-Server installations have been

v
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Wise Installation Wizard (R)

<Back [ Next> cancel |

(Figure D)

e Read the readme document, which contains instructions if you are upgrading from a
previous version of AudBase (Figure D)



--1 AudBase Server x64 Setup

(Figure E)

Here you can select if AudBase will be available to all users on a system or only to the user
logged in during the installation process (Figure E)



-ﬁ| AudBase Server x64 Setup

(Figure F)

Select the installation target (or just use the default) (Figure F)



ii& AudBase Server x64 Setup *

Select Installation Type
Select the desired installation type.

{* Typical
The most common application features will be installed. This option

BT
gg is recommended for most users.
=2 B"

" Complete
; & Al application features will be installed. This option is
£

g. recommended for the best performance.

5

" Custom

&~  Use this option to choose which application features you want
2 O_ installed and where they will be installed. Recommended for
=" g advanced users. Q

Wise Installation Wizard (R)
< Back Next > Cancel |

(Figure G)

e Typical installation along with complete installation will install AudBase along with the
print-to-doc functionality. Custom will give you the option to not install the PTD system
(Figure G)



-j AudBase Server x64 Setup

(Figure H)

e At this point AudBase has collected your installation instructions and is ready to proceed
(Figure H)
e The installation will complete, then click “ok”



|§ AudBase Server x64 Setup - _-Jgjl(.l

AudBase Server x64 has been
successfully installed.

Click the Finish button to exit this installation.

< Back | Finish I arncel

(Figure 1)

Next, we will install AudBase Client on the Server Machine as all configuration beyond the basic
level is done with the client application. (Figure |)

e Navigate to the location that you have stored the client application installation file



Brdemezzos 1=k

’éw\jo [ ~ Computer ~ VPC_Share (\\vboxsrv) (E:) ~ AudBase 2.3.96 v [§2) | search AudBase 2.3.96 [Q‘
Organize v Open  New folder = v O @
[ Favorites Name = | Date modified | Type | Size I
Bl Desktop 8 AudBase Client x64 60,836 KB

Downloads 5 AudBase Client b 59,984 KB
;‘ | B ruxkBase Gien @ Runas Rdmlnlstrator L
1=l Recent Places @ AudBase Server x64 Troubleshoot compatibility n 82,436 KB
9 AudBase Server 3 TeraCopy... n 81,004KB
Libraries i
“'i,;\l ' @ AudBase Standalone B Add to archive... n 65,597 KB
] Documents B Add to "AudBase Client x64.rar”
o) Music B Compress and email...
i Pictures & Compress to "AudBase Client x64.rar” and email
é — B Extract files...
;  Extract Here
B Extract to AudBase Client x64\
M Computer B Open with WinRAR
&, Local Disk (C:) Restore previous versions
L VPC_Share (\\vboxsrv Send to »
Cut
€ Network
’ Copy
Create shortcut
Delete
Rename
Properties
s 3 AudBase Client x64 Date modified: 10/27/2011 2:55 PM Date created: 12/27/2011 7:41 AM
'S Application Size: 50.4MB
(Figure J)

e Just as with the Server installation file, right click on the client installation file and left
click “run as administrator” from the context menu. (Figure J)Installation choices are
similar to the Server installable options as noted above. Select as appropriate.



--Adding Microsoft Data Execution Prevention exceptions for AudBase--

We now will need to add data execution prevention exceptions for systems using that feature
in windows. (It is enabled by default on Windows 2008 and later) Click “Start”, then go over to
Computer and right click, then move down the context menu to properties” and left click.

(Figure L)
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(Figure L)

e On the left side of the system window, click on “advanced system settings” (Figure M)
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Control Panel Home
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View basic information about your computer

) Remote settings

#) Advanced system iﬁtﬁngs

Service Pack 1

System

Windows Server 2008 R2 Enterprise
Copyright © 2009 Microsoft Corporation. All rights reserved.

Processor:

Installed memory (RAM):
System type:

Pen and Touch:

Computer name, domain, and workgroup settings

Intel(R) Core(TM)2 Quad CPU
1.00 GB

64-bit Operating System

No Pen or Touch Input is available for this Display

@ 2.40GHz 2.86 GHz

Computer name: WIN-EP6B26VP7PS #Change settings
Full computer name: WIN-EPEB26VP7PS
Computer description:
Workgroup: WORKGROUP

See also Windows activation

Action Center Windows is activated | |

(Figure M)
°

Under the “performance” box at the top of the system properties window that popped

up, click “settings” (Figure N)



System Properties

(Figure N)

e Click on the third tab from the left, “Data Execution Prevention”
e Click on the “add” button near the bottom of the window (Figure O)



Performance Options , X|

.wsual Eﬁedsl Advanced Data Execution Prevention I

Data Execution Prevention (DEP) helps protect
against damage from viruses and other security
threats. How does it work?

" Turn on DEP for essential Windows programs and services
only

(% Turn on DEP for all programs and services except those I
select:

Add.'.\. || Remove I

Your computer's processor supports hardw@re-based DEP.

oK Cancel Apply ]

(Figure O)

e Navigate to the folder that you installed AudBase server on
e Double click on the AudBase Server executable
e Now, repeat the previous three steps, but for AudBase client
e C(lick OK, and close the remaining system windows



Next, let’s complete the setup of AudBase Server
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(Figure P)

e Navigate to the installation directory that you selected earlier, and right click on
“AudBase Server”; then select the “Run as admininstrator” option from the context
menu. (Figure P)

(This will only need to be done on the initial installation to correctly install the print-to-doc
functionality due to windows user level access restrictions.)
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e You will be presented with this prompt to create a new database or navigate to an
existing database. If you are installing AudBase for the first time, click the “New...”
button. (Figure Q)
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(Figure R)

Select your desired location to save your data file to (or use the default) and click “save” (Figure
R)
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(Figure S)

e Once a data file is selected, the startup process completes and you are looking at the
AudBase Server control panel. (above)
e From the top menu, select “File”, then “Register Current Database as Service” (Figure S)



--Using AudBase with or without 128bit SSL TCP/IP encryption--

(If you wish to use the TCP/IP encryption system, follow these next steps to initially disable
TCP/IP encryption, then Reference “Configuring AudBase with 128bit SSL encryption” at the end
of this guide for further instructions)

e Select “edit” from the top of the AudBase server control panel, then click “preferences”
e Click “client-server”, then click “publishing”
e Uncheck “Encrypt Client-Server Connections” (if checked, depending on version)

(Figure T)
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(Figure T)

e Click “ok”
e Select “file” then “quit”



e Next, we will set AudBase server up to run as an automated service.

e Click “start”, then “run”, then type services and hit enter
e Thisis the windows Component Services menu.

e On the left console root tree, click “services (local)”
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e On the services menu, right click on “4D Server : AudBase”, then select “properties”
(Figure U)



4D Server: AudBase Properties (Local Computer) x|

General ILogOnI Recovery | Dependencies |

Service name:  4DS AudBase 4DC
Display name: 4D Server: AudBase

Path to executable:
C:\Program Files (x86)\AudBase\AudBase Server’\AudBase Serverexe s "(
Startup type: | Manual _:I
Automatic (Delay
Help me configure { Atomatic k
_ |Manual
. Disabled
Service status:  Stopped
Start | Stop I Fause I Hesume
You can specify the start parameters that apply when you start the service
from here.
Start parameters: |

[ ok | cancet | ey |

(Figure V)

e Select Startup type, then select “Automatic (delayed start)”, then click “start” (Figure V),
then click “ok”
e AudBase Server will now be running as a Windows Service in the background.
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(Figure K)

Date created: 10/24/2011 11:27PM

e As with the Server application, the first time you run AudBase client you will need to
navigate to the installation location you selected during the install process, right click on
the “audbase client” application, then left click on “run as administrator” due to the
access level restrictions inherent in versions of Windows beyond XP. (Figure K)




e You will be presented with the prompt to assign an administrator password. You will
need to enter it twice to confirm. (Figure W)

0 There are no user passwords assigned to this data file:

[AudBase.4DD]

You will be required to enter a new Administrator's password now. Do you wish to continue?

No Yes

(Figure W)

e You will be prompted to assign a participant number. If you are not using AudBase to
conduct a multi-site research study, click “continue” and AudBase will auto-assign the
participant number as 1.
e Next, you will be presented with the prompt to install your AudBase license, click
“install” and navigate to your license file. (Figure X)

nirm

AudBase will run in '"demo’ mode (limited to 20 records). Please register the program for full ;]
functionality. If you have registration documents (e.g. ‘ATReg_XOOO000.htm') they must be
placed in the License folder located within the OTBEC folder on the server machine,

Do you want to install new license documents?

4]

Demo Install

(Figure X)

e After loading your license file(s), AudBase will inform you that you will need to setup the
provider list, as well as then a clinical group(s). Simply click “ok” at these prompts.
e You will now find yourself at the audbase client home screen



--Loading print-to-doc licenses and enabling functionality--

e Login as administrator, and from the AudBase home screen, select file from the top
menu, then preferences. (Figure Y)

@ AudBase
File Edit Subjects Reports DataManager Windows Help

(Figure Y)

e Click on “Print-To-Document (Admin only)
e On the right side of the window, click on the “Load License Info” button
e Click “yes” at the prompt to move license files
e Navigate to the location of the print-to-doc license file(s)
e Click “ok”
e Reference “configuring print-to-doc” for instructions on configuration of the print-to-
doc subsystem

--This completes the AudBase Server installation process--



e In the future, simply launch the AudBase client application from the desktop shortcut
il

--Configuring AudBase Print-to-Doc system--

e In windows, click “start”, then “(my) computer”
e Double click on “(Local Disk) C:”
e Click “new folder” (or right click in the window, go to new, then folder)
e Name the folder “Audio Reports”
e Close the local disk window

e Next, Log into Audbase and from the home screen, click file, preferences (Figure Y)
e Click “print-to-document (admin only)
e On the right side of the window, click the “document options (local)” button
e Click the “assign save directory button, and navigate to “c:\audio reports” (Or wherever
you would like the document exports to be placed)
e From here you will need to know what format you want the exported documents to be
in. (PDF/JPG/TIF/BMF/ETC...) In this example we will use the TIF file format (typical for
DoD applications)
e Under the document formats box, click the “document formats” button
e Click “raster formats” (Figure Y1)
e Click and drag “TIF (*.TIF)” from the left window of options to the right window
e C(lick the “document options” button
e Click “BPP” and select “8”, then click “ok”
e Next, click in the “page resolution” box, and change it to “150”

In document base name, you have the ability to predefine the file names outputted from
the print-to-doc system

e Click in the first box, and select “last name”
e (lick in the second box, and select “first name”
e C(lick in the third box, and select “study date”

(Figure Y2)

This configuration will create a TIF file using the last name, first name, and test date
(Jones_John_20120101.TIF)

e Click “ok”



e This completes the PTD configuration
4 'Print-To-Doc Options for WIN-EP6B26VP7PS'

Save Directory Options (up to 5 optional directories may be specified)
C:\Audio Reports\ - |

Assign "Save’ Directory
Delete "Save’ Directory

[l Allow Direct Entry
Document Formats

Document Formats

Vector Formats

Raster Formats
Rich Text Format . =
HTML (*.htm)
ASCII Text (*.bd)

Page Resolution (DPI) m

|
Document Base Name

Sl ot Used)
Ll Not Used] L Not Used)

*NOTE: Document names longer than 27 characters may be truncated.

(Figure Y1)



4) 'Print-To-Doc Options for WIN-EP6B26VP7PS'

Save Directory Options (up to 5 optional directories may be specified)
C\Audio Reports\

Assign "Save’ Directory

Delete "Save” Directory

[l Allow Direct Entry
Document Formats

Raster Formats

JPEG (*.jpg) TIF (* tif)
JPEG 2000 (*.j2k* jp2)

LEAD Wavelet (*.cmw)

LEAD (*.cmp)

TIF (* 1if)

GIF (*.qif)

CServe PNG (*.png)

CALS (*.cal)

Cinann (* ~in)\

Page Resolution (DPI)
pocument BaseN@ame —————ornnnnv -+ - -« + - - -+ -+

Sl i<t Name

Rl Study Date (YYYYMMDD) Ll Not Used)

ST SISl | 35t Name_First Name_YYYYMMDD

*NOTE: Document names longer than 27 characters may be truncated

(Figure Y2)



--Configuring AudBase with 128 bit SSL Server/Client encryption--

e Select “edit” from the top of the AudBase server control panel, then click “preferences’

Complete the steps outlined on page 19 of this installation guide
e Under the windows services menu, stop the 4D Server : AudBase service
e Startup AudBase server under the local account using the desktop shortcut

e Click “client-server”, then click “publishing”
e Check “Encrypt Client-Server Connections”
e Close AudBase Server and restart the service

Preferences

@ Application

at Design Mode

@ Database

@ Backup

194, Client-Server

Configuration

L 4 Publishing

‘ Web (Server)

Z¥ Web Services

~|| rPublishing Information
[v Publish
k —Allow-Deny Configuration Table
Allow-Deny | IP Address ;I
Add I
| | 4| Delete
~Encryption
[V Encrypt Client-Server Connections
{This function requires 4DSLI.DLL)
Cancel | | OK I

e Next, on the client (pc’s), navigate to

C:\program files (x86)\AudBase\AudBase Client\4d extensions\

(this is the default location, if you installed elsewhere navigate as appropriate)

)
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&, Local Disk (C2) ke '

5% VPC_Share (\\vboxsrv
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XML Document

EnginedServer Date modified: 12/29/2011 12:48 PM
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i 12:43 PM

e
/%] Keyboarc.  Open with 11:24 AM

s TeraCopy...

B Add to archive...

¥ Add to "EnginedServer.rar®
B Compress and email...

upgcint

B Compress to "EnginedServer.rar” and email

Restore previous versions

v

9:50 AM

Send to

Cut
Copy

Create shortcut
Delete
Rename

Properties

Size: 129 bytes

Date created: 9/1/2011 5:40 AM

XML Document

4XR File 503KB
XML Document 3KB
Windows Batch File 2KB

e Right click on “enginedserver.xml” and select “edit”




m EnginedServer - Notepad N

_{ol x|
File Edit Format View Help
<?xml version="1.0" encoding="UTF-8" standalone="no" 7> ;]
<Connection>
<IPAdress>A192.168.2.118</IPAdress>
</Connection>
Kl iz

Insert a carat (shift + 6) character directly in front of the first group of numbers in the
server’s ip address in the xml file.
e C(Click file, save ; then file, exit

AudBase client and server are now configured to use 128bit SSL encrypted
communications



--Modifying Resource Permissions on restricted PC’s--

There are 3 (three) items on a standard AudBase client PC that will need to be made available
to restricted end users. (Typical for DoD/VA/hardened pc’s)

e Click start, then (my) computer
e Double click “C: [local disk]”
e Double click on “Program Files (x86)”

(or simply “program files” on a 32 bit system)

e Right click on “AudBase”, then go down and left click on “properties”
e Click security, then, depending on OS, edit (or in win xp, skip the edit step)
e Select “users” (or, a predefined windows group of AudBase users)

e Click modify
l Program Files (x86) [l j » _-JEI 5]
‘Qev | ~ Computer v Local Disk (C:) v Program Files (x86) ~ v @_J I Search Program Files (x86) @j
Organize ¥ ; Open Indudeinlbrary v  Sharewith v  New folder = v (7]
¢ Favorites Name Date modified | Type | Size l l
Bl Desktop , Acro Software 9/1/20118:19PM File folder
2 Downloads |, Adobe 9/1/20118:13PM File folder
i=ll Recent Places [ P 9/1/2011 5:36 AM File folder
S5 Lixadies , Common Files 12/27/20118:45AM  File folder
K| onmusieem e e
il 7 11/20/2010 7:33PM File fold
9 Goneral| Sharng  Sectrty | Previous Versions | Customize | R — .
= x
E Object name:  C:\Program Files (x86)\AudBase Secur I
(| (R e e Object name:  C:\Program Files (86)\AudBase
g |BSYSTEM Al
= Sﬂ Administrators (WIN-EP6B26VP 7P S\Administrators) _I Group or user names:
= § ;
%‘ Users (WIN-EP6B26VP7PS\Users) = 52 CREATOR OWNER
& :1 Tnistedinstaller l v 93‘ SYSTEM
NI = y 52, Administrators (WIN-EP6B26VP 7P S\Administrators)
To change pemissions, click Edi. Edt... | 82, Users (WIN-EPBB26VP7PS\Users)
82, Trustedinstaller
Pemissions for Users Allow Deny
Full control v =
Modiy v Add... | Remove I
Read & execute Pemissions for Users Allow Deny
List folder contents
| Full control o =
Read ;
Write v, - Modify % |
3 A X Read & execute O
Z‘o&( special pem!lssaons or advanced settings, Advanced List folder contents o —
Read O -
Leam about access control and permissions
Leam about access control and pemissions
OK | Cancel | Apply | ITI Cancel I Apply I

AudBase Date modified: 9/1/2011 5:356 AM
File folder

e Then click “ok”, then “ok” again on the properties page




e This process will need to be repeated for the “C:\Audio Reports” folder (all steps

common)
Next, we will need to make the PTD permissions available to the end user

e Click start, then devices and printers
e Right click on 0_AudBase_PTD
o Left click “printer properties”
e Click “security”
“Everyone” should be the default selected group
Check the boxes for “manage this printer” as well as “manage documents”
e Click “ok”, then close the devices and printers window

f 1_AudBase_PTD Properties F

x|

"General | Sharing | Ports | Advanced | Color Management ~ Security IPbout |
Group or user names:

52 Everyone

52 CREATOR OWNER

& Administrator {(WIN-EP6B26VP 7P S\Administrator)
82, Administrators (WIN-EPSB26VP7PS\Administrators)

Pemissions for Everyone
Print

Manage this printer
Manage documents
Special permissions

For special pemissions or advanced settings, click Advanced. Advanced I

Leam about access control and pemissions

[ ok | cancel | Aepy |




